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Abstract

Recent developments in short-range wireless communications technology are helping bring the vision of intelligent buildings closer to reality. This will allow architects, developers, and building managers to: 

· Enable sustainable practices that reduce energy and resource consumption

· Simplify building management and enhance security 

· Create a pleasant environment for building occupants and visitors alike

· Enhance the productivity of building occupants 

· Improve accessibility for the mobility disabled. 

However, an effective in-building wireless deployment strategy in support of intelligent buildings concepts must account for: 

· The many and varied needs of building managers, occupants, and visitors

· Overlap among the capabilities of the many short-range wireless standards have been released (e.g., Wi-Fi, Bluetooth, ZigBee, RFID) or are in development (e.g., Wi-Media, Wireless USB, IEEE 802.15.4a.)

· Innovative applications and usage models that were not envisioned by the original developers of these short-range wireless standards

· Practical issues associated with range and reliability, coexistence, and security.
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Chapter One

INTRODUCTION

Intelligent buildings that optimize their environments and interact with their occupants have been a topic of study and speculation for decades. In general terms, the concept seeks to integrate previously disparate systems and introduce communications and automation technology in an effort to:

· Enable sustainable practices that reduce energy and resource consumption 

· Simplify building management and enhance security

· Create a pleasant environment for building occupants and visitors alike

· Enhance the productivity of building occupants

· Improve accessibility for the mobility disabled

In the 1980’s, the advent of the microprocessor led to the first efforts to reduce the intelligent building concept to standard practice. In the 1990’s, the advent of computer networks led to a second wave of interest. Now, recent developments in short-range wireless communications technology are helping to bring this vision ever closer to reality.  

In the process of developing plans and strategies for using short-range wireless technologies to help implement intelligent buildings, architects, developers, and IT managers must consider:

· The capabilities and overlap of the many short-range wireless communications standards that have recently been released (e.g., Wi-Fi, Bluetooth, ZigBee, and RFID) or are in development (e.g., Wi-Media, Wireless USB, IEEE 802.14a, etc.)

· The many and varied needs of building managers, occupants, and visitors.

· The potential for developing innovative applications and usage models that were not envisioned by the original developers of these short-range wireless communications standards.

· Practical issues associated with deploying these technologies, including range and reliability, coexistence, and security.

This report provides architects, developers, and IT managers with the essential background information that they require as they develop of in-building wireless deployment strategies.

In Chapter 2, we review the types of standards-based short-range wireless communications technology that are currently available or in development and their capabilities.

In Chapter 3, we review previous work concerning intelligent buildings, consider how short-range wireless communications technology will enable or alter and identify the types of applications that could be enabled in public spaces using short-range wireless technology.

In Chapter 4, we review the deployment and coexistence issues associated with these technologies.

In Chapter 5, we draw conclusions. 

Chapter Two

SURVEY OF SHORT-RANGE 
WIRELESS COMMUNICATIONS TECHNOLOGIES

2.1 Introduction


The development and growth of short-range wireless communications during the past decade has been phenomenal. Enabled by advances in electronics technology, driven by pent-up consumer demand, and ignited by a flurry of standards development, short-range wireless communications technologies such as Wi-Fi (IEEE 802.11), Bluetooth, ZigBee, Wi-Media and Wireless USB provide a broad range of capabilities that are changing the way in which computing and control applications are implemented. Here, we discuss the development, capabilities and limitations of these technologies.

Today, designers of intelligent buildings are very fortunate to have a wide variety of technologies available. However, to take full advantage of these options, designers require information regarding the way these standards were developed, the technologies that are available, and the extent to which their capabilities overlap.
This chapter is organized as follows:  

In Section 2.2, the modern nature of the process by which recent and upcoming short-range wireless protocols are being developed is explained.

In Section 2.3, the intended applications, capabilities and limitations of short-range wireless communications technologies are discussed.
In Section 2.4, the overlap among the capabilities of short-range wireless communications technologies is outlined.
2.2 Modern Nature of the Standardization Process

The need for unified global standards has increased immensely with the growth of computer networks and the need for interoperability among network protocols.

The nature of the short-range wireless standardization process is far different from that of previous years. Wireless standards are no longer being developed by associations representing broadcasters and service providers as was the case for early cellular networks. They are now being developed on a global scale by a partnership between an international standards organization (eg. the IEEE) and a consortium of consumer electronics companies. 

Before 1980, major companies each developed proprietary standards, meaning that protocol suites created by one company did not work with a competitor’s. In order to increase the interoperability of protocols and the products that used them, the International Organization for Standardization (ISO) created the Open System Interconnect (OSI) in 1982.

The purpose of the OSI was to create a common framework for standards and increase the interoperability of networks that used different protocols.  Protocols were to be created with respect to the OSI Reference Model, a model consisting of seven unique layers: 

· Application

· Presentation

· Session

· Transport

· Network

· Data Link

· Physical

with the physical layer being the lowest and the application layer being the highest.

Previously, organizations such as the Telecommunication Industry Association (TIA) and the Electronics Industry Association (EIA) developed most industry wide protocols. However, its influence over wireless communications has faded in recent years. Today, the IEEE is the major organization overseeing the development of wireless protocols. It has become popular because it develops open standards in a neutral forum, meaning that they can be freely implemented without any formal licensing agreements. Open standards are highly beneficial, as they promote compatibility and interoperability among products from different vendors and heed the development of new technologies by encouraging many companies to work on the same standard. They also reduce the risk to both consumers and vendors as both groups are assured widespread support for their product.

Currently, standards are being developed in two phases. The first phase is carried out by the IEEE and the second phase by an industry group. The IEEE typically develops the lower two layers (physical and data link) of the OSI 7 Layer Model and creates guidelines that are strictly technical in nature, while industry groups develop the upper layers and are more devoted to issues related to marketing the standard. This illustrates why there are two groups working on any one wireless technology, whether it is Bluetooth, ZigBee, Wi-Fi, or Ultra Wideband (UWB). For example, the IEEE has a working group for 802.15.1 (Bluetooth) and one for 802.15.4 (ZigBee) that specifies the lower two layers of their respective standards. However, Bluetooth also has an industry group called the Bluetooth SIG (Special Interest Group) comprised of companies such as Agere, Ericsson, IBM, Intel, Microsoft, Motorola, Nokia, and Toshiba. Similarly, as summarized in Figure 2.1, ZigBee formed the ZigBee Alliance, Wi-Fi the Wi-Fi Alliance, and Wireless USB the Wireless USB Promoter Group. If a standard needs to be updated, this is done in the form of amendments to the existing IEEE standards by the IEEE Standards Committee. 

	Standard
	Technical Working Group
	Industry Group

	RFID
	ISO
	EPCglobal

http://www.epcglobalinc.org

	Wi-Fi
	IEEE 802.11a/b/g/n
	Wi-Fi Alliance

http://www.wi-fi.org

	Bluetooth
	IEEE 802.15.1
	Bluetooth Special Interest Group

http://www.bluetooth.org

	ZigBee
	IEEE 802.15.4
	ZigBee Alliance

http://www.zigbee.org

	Wireless USB
	IEEE 802.15.3a
	Wireless USB Promoter Group

http://www.usb.org/wusb/home


Figure 2.1 Summary of Standards and their IEEE Industry Group
2.3  Survey of Short-Range Wireless Technologies

There are many wireless technologies available in today’s diverse market. Each has its own specific characteristics in terms of frequency, reliability, range, security, bandwidth, and cost. Bluetooth, ZigBee, Wireless USB, RFID, Wi-Fi and Wireless USB are all examples of short-range wireless technologies. Each wireless technology is intended for use in specific applications in various industries. The following section will discuss the features of each of these standards and show how they relate to their intended applications.
2.3.1 RFID

RFID is an older technology that was first used in combat situations during World War II to detect enemy or ally planes, but was only standardized during the 1990’s. RFID transmitters (called readers) work by sending out signals that are reflected back to the transmitting device by tags that are placed on an object. This technology is used to prevent automobile theft, collect tolls automatically, manage traffic, gain entrance to buildings, automate parking, pay at gas stations, control vehicle access, dispense goods, provide ski lift access, and track library books [2.1].       


 RFID technology differs from barcode technology in two ways. Unlike barcodes, RFID tags can store varying amounts of information, based on the amount of memory available on the RFID tag. The larger internal storage makes it possible for every item to have a unique tag that identifies the item and its history. Also, to read a barcode, one must scan the entire tag with a line of sight, whereas with RFID, all tags that are in the vicinity of a reader can be scanned.

Today there are two types of RFID tags on the market: passive and active. Passive tags are powered by using the electromagnetic power of incoming signals and therefore do not require an independent power supply. These tags have a reading range of up to five meters and cost about $0.40 (US) per tag. Active tags cost more, as they have their own power supply and have a reading range of over one hundred meters. Active tags cost between $0.40 and $6.00 (US), depending on their memory, packaging and frequency, but manufacturers are intent on lowering these prices. Low frequency handheld readers cost up to $100, high frequency between $200 and $300 (US), and ultra high frequency (UHF) between $1000 and $3000 (US).


One limitation of RFID is that some of its operating frequencies are restricted in certain countries. For example, a license is required to operate UHF (ultra high frequency) tags in most parts of the world. However, a few frequencies are unrestricted and can be used by all.

2.3.2 Wi-Fi

There are currently three major Wi-Fi standards available: 802.11a, 802.11b, and 802.11g. The main difference between 802.11a and 802.11b is how the IEEE defined the physical layers. 802.11a, 802.11b, and 802.11g transmit data at a rate of up to 54Mbps, 11Mbps, and 54Mbps respectively. 802.11a’s range is far smaller than that of 802.11b, and 802.11g has a larger range than its two predecessors.

 Wi-Fi is commonly used in homes, offices and public buildings to provide wireless internet access to laptops and PDAs. It is primarily intended for high-bandwidth data applications such as streaming rich multimedia over the internet and transferring large files. It was designed as a wireless extension of traditional wireline networks. Wi-Fi is inexpensive, which has greatly contributed to its rapid adoption over the last few years [2.2]. The next generation of Wi-Fi, 802.11n, will be capable of transmitting data at over 100Mbps.

Wi-Fi has some limitations that designers should be aware of. One problem is interference, which will be discussed in section 4.3. Another issue is the high power consumption of Wi-Fi devices, which increases costs and reduces battery lifetime. Finally, Wi-Fi has several security flaws. These will be discussed in section 4.4.
2.3.3 Bluetooth

Bluetooth is intended to replace cables for personal devices such as cell phones, PDAs, keyboards, mice, headsets, and headphones. Bluetooth automatically connects up to eight devices within ten meters of each other into a Wireless Personal Area Network (WPAN). The selection of Bluetooth products is currently limited, but a more diverse family of devices will be released by 2006. Bluetooth’s acceptance among consumers has been hampered by its relatively high cost.  

Bluetooth is used in low power, low bandwidth, short-range wireless applications. Current Bluetooth devices can operate for up to two days on battery power and have a maximum throughput of 768kbps. Bluetooth’s successor, Bluetooth 2.0 is expected to reach speeds of 2.1Mbps, be fully backward compatible, and cut power consumption in half. The SIG have indicated that they will further reduce power consumption on a yearly basis by providing firmware upgrades [2.3].


One limitation of Bluetooth is that its 10-meter range makes it unsuitable for some applications. Also, Bluetooth operates in the same frequency band as Wi-Fi and many other devices. The threat of interference with other devices on this band will be discussed in section 4.3

2.3.4 ZigBee

 ZigBee is essentially a much simpler, low-power version of Bluetooth. It was created for building and home automation and was designed to be very inexpensive. ZigBee technology will be embedded in a broad range of applications, including building automation controls, entertainment systems, remote controls, appliances and utility meters. These devices will be controlled via remote control or automatically through a computer, thus reducing energy, labor and cabling costs [2.4].

ZigBee products can substantially reduce costs when either constructing a new building or retrofitting an existing one. For example, installing a new light switch or thermometer could be achieved with very little effort by using a ZigBee enabled switch.

ZigBee consumes very little power and can theoretically connect an unlimited number of devices. However, it only has a maximum throughput of 250kbps, which limits it to low bandwidth applications. In addition, ZigBee is still not a fully established technology, but products are expected to enter the market by 2005. The availability of products may suffer due to competition from Bluetooth until ZigBee becomes fully established.
2.3.5 Wireless USB

 Wireless USB is not to be confused with current technologies, such as Radio Frequency (RF) or Bluetooth, that wirelessly connect a computer to peripherals via a USB port. It is a developing technology intended for very high bandwidth applications, similar to current wired USB applications.

A complementary technology, Ultra Wideband (UWB), is currently being developed by the MultiBand OFDM Alliance (MBOA) and the WiMedia Alliance [2.5]. UWB will be combined with Wireless USB and will have a data rate of up to 480Mbps. Wireless USB will be capable of connecting up to 127 WUSB devices at once and provide a secure, low-power alternative to existing wireless technologies by emulating wired USB. Moreover, because it transmits with low power over a wide frequency band, coexistence problems are minimized [2.6].

Figure 2.2 summarizes the capabilities and intended applications of existing and developing standards.

	Technologies
	RFID
	Wi-Fi
	Bluetooth
	ZigBee
	Wireless USB

	
	Passive
	Active
	802.11a
	802.11b
	802.11g
	1.x
	2.0
	
	

	Throughput
	< 1 kbps
	54
Mbps
	11
Mbps
	54 Mbps
	768
kbps
	2.1 Mbps
	250 kbps
Max
	480+ Mbps

	Frequency (GHz)
	1.25 x 10-4
to 5.8
	5.8
	2.4
	2.4
	2.4
	2.4
	3.1 to 10.5

	Range
(m)
	< 5
	< 100
	< 30
	< 90
	< 90
	< 10
	Unlimited
(mesh network)
	<10

	Cost
	Very
Low 
	Low
	Medium 
	Low
	Low
	High
	Low
	-

	Intended Applications
	Inventory & Access Control
	Network Access & Wireless VoIP
	Cable Replacement
	Building Automation
	Very High Speed Peripheral Interconnect


Figure 2.2 Summary of Short-Range Wireless Capabilities
2.4 Discussion

After this survey, it is apparent that there are so many wireless technologies because they are intended for different applications:

· RFID is most suited for asset tracking

· Wi-Fi is most suited for providing network access

· Bluetooth is most suited as a cable replacement for peripheral devices

· ZigBee is most suited for low-speed building automation networks

· WUSB will be suited for extremely high bandwidth media applications, once it is developed.

However, it is worth mentioning that although each technology was developed to fill the needs of a particular application for a specific industry, there is considerable overlap between their capabilities, something deployment specialists need to be aware of when developing a deployment strategy.
As shown in Figure 2.3, the range and throughput of the different technologies overlap considerably. 

[image: image1.jpg]Range (meters)

1007

o
L

10M
Peak Data Rate (bps)

t
100M




Figure 2.3 In-Building Wireless Range vs. Data Rate Overlap

(Adapted From: J. Foerster. (2001, 2nd Quarter). Ultra-Wideband Technology for Short- or Medium-Range Wireless Communications. Intel Technology Journal. [Online]. Available: http://www.intel.com/technology/itj/q22001/articles/art_4.htm )

In addition, there are multiple technologies that could be used for a specific application. For example, both Wi-Fi and Bluetooth could be used for multimedia and network access, however Wi-Fi’s greater range and throughput make it a better choice. Also, Wi-Fi, ZigBee and Bluetooth can all be used for building automation, but the lower cost and ultra low power consumption make ZigBee the best choice for this application. 


In some situations, the best choice may not be the technology that is optimized for the application at hand. For instance, if one network is already in place, it may be more economical to use the existing infrastructure. Obviously, using non-ideal technology will have some short-comings. For example, Wi-Fi can be used for building automation, but its high power consumption restricts it from battery-powered applications. Figure 2.4 summarizes the overlap among short-range wireless technologies.

[image: image2.wmf]
Figure 2.4 Functionality Overlap Between Short-Range Wireless Technologies



It is important to understand that these technologies do not directly compete with each other. When designing a wireless network, it is common practice to combine different technologies and create a hybrid network, as no one standard will serve the needs of a large building. 
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Chapter Three

POTENTIAL APPLICATIONS OF 
SHORT-RANGE WIRELESS COMMUNICATIONS TECHNOLOGY IN PUBLIC SPACES 


3.1   Introduction


Speculation concerning the possibility of designing buildings and public spaces that interact with their occupants in order to enhance their safety, comfort, effectiveness and productivity dates back to the 1930’s. However, serious efforts to reduce the notion to standard practice did not begin until the introduction of the Intelligent Building concept in the early 1980’s. Although it is possible to implement many aspects of the Intelligent Building concept using wireline technology, the results are often both expensive and inflexible. Short-range wireless communications technology allows the implementation of many features and services that are either not practical or not as useful when implemented using wireline technology.  

As suggested by Figure 3.1, applications of short-range wireless communications technology in public spaces can be divided into four main categories. Peer-to-peer ad hoc networking (enabling exchange of data between laptops, PDAs, and cellphones) and peripheral connection (involving connection of wireless keyboards, mice, headsets, etc. to host computing devices) are largely self-contained activities that do not involve significant interaction with the public space itself.  Accordingly, they will not be considered here.  Provision of client services (including network access, voice services, access control, and remote control) and automation of building services (including asset location) directly involve the public space and are the focus of this chapter.  In particular, we will review the past, present, and future efforts to use short-range wireless communications technology to enable intelligent buildings.
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Figure53.1 Applications of short-range wireless communications technology
This chapter is organized as follows:


In Section 3.2, we review efforts to identify the potential role of short-range wireless communications in intelligent buildings that were conducted prior to the current wireless standardization efforts.


In Section 3.3, we review the manner in which short-range wireless communications technology has been deployed in buildings since the advent of the current standardization efforts. 


In Section 3.4, we identify gaps in current thinking regarding wireless technology and consider how they can be exploited.

3.2   The History of Wireless Technologies in Intelligent Buildings


In the late eighties and early nineties, as it became apparent that the next decade would be one of unprecedented technological progress, engineers and computer scientists began to predict how technology would be used in the future. These speculations were largely centered about the concept of ubiquitous computing and its applications in intelligent buildings. Fuelled by the opening of the MIT Media Lab in 1985, and work on small computers suitable for use in intelligent buildings at Xerox PARC from 1998 to 1994, this prediction became a goal, resulting in many publications related to ubiquitous computing. Due to the lack of available technology, these papers generally had limited technical content and instead focused on the goals of ubiquitous computing and the barriers to their realization. As time progressed, these hurdles became better identified and more specifically defined.


In 1993, Mark Weiser, who had led the aforementioned research at Xerox PARC published a list of problems that he had encountered in developing devices suitable for use in ubiquitous computing [3.1]. These included the size of computers, the lack of expandability and versatility of computers, the high power consumption of computers, low wireless transmission rates and network protocols that were not optimized for large numbers of mobile users. He stated that these problems must be must be resolved before the goal of ubiquitous computing could be achieved. 


Several engineers took a different approach, looking at the intelligent building and discussing the systems that would need to be developed before it could be built. These systems included communications, security, localization, power, energy management, automation and maintenance [3.2]. 


Then, with the emergence of Wi-Fi and Bluetooth in 1998, the focus of work on wireless communications shifted from speculation to the development of new technology. As a result most of the technology gaps of the nineties were filled:

· Wireless technologies have improved transmission rates and the network protocols associated with them are better suited to their applications

·  Computers are smaller and more versatile due to advances in technology and a new market for light, portable devices created by the availability of wireless.

·  Expandability has moved to extremes: some devices embrace new levels of customizability, while others are more restricted than ever before. These devices are generally either inexpensive, so that they can be replaced instead of upgraded, or backwards-compatible, so that upgrades are less necessary.

·  Power consumption is still an issue, but ZigBee has made progress in this area. 


Yet as these products became a reality, many of the goals of ubiquitous computing were all but forgotten, and currently, the applications of wireless technologies in public places are limited to communications. The next section will discuss this more thoroughly. However, in recent years, there has been an increased amount of work focusing on novel applications of wireless, most of which can achieve at least one of the systems considered necessary for an intelligent building. These will be presented in the final section of this chapter. 


3.3   Present-Day Applications of Short-Range Wireless in Intelligent Buildings


Currently, in-building wireless technologies are being widely deployed only for peripheral interconnect, wireless network access and cellular phone signal enhancement.  Before attempting to understand this phenomenon, it is necessary to consider what advantages an intelligent building, wireless or not, is expected to provide. The main objective is to save the user money, which can be accomplished by improving user or building efficiency, improving user comfort, and reducing future maintenance costs. These goals must be met while keeping the technology as seamless as possible, and more importantly, completely safe.


With these goals and constraints in mind, it becomes clear why the widespread use of wireless, be it in an intelligent or standard building, has been limited. First of all, until recently, it was not economically practical to implement certain potential applications of wireless technologies [3.3].  For example, the cost of implementation of a small-scale machine-to-machine (M2M) system, such as intelligent photocopiers or vending machines far exceeded the potential benefits. Fortunately, with the development of the affordable wireless technologies described in Chapter 2, this example and many others are now a useful and desirable possibility.


Limited battery lifetime is another obstacle to the widespread implementation of wireless systems in intelligent buildings, as it greatly restricts the usefulness of certain applications, especially those requiring dependable, mobile access to the system over an extended period of time.  However, the advances in this field are rapid and promising [3.4].  In fact it is “now feasible to produce a nickel cadmium product tailored for the telecommunications market” that provides longer life and resistance to physical and environmental abuse [3.5]. Another significant issue that must be addressed is the questionable security of wireless networks.  Solutions to this problem are addressed in Chapter 4. Finally, the result of these obstacles is that there is no precedent of a fully wireless intelligent building upon which a potential investor can base a decision, making it a riskier venture.


Other than the widespread use of wireless to provide internet access and cellular phone signals, there are isolated examples of wireless technologies being used in intelligent buildings. For example, Elite Care’s Oatfield Estates Cluster (Milwaukee, Oregon) uses RFID and infrared sensors to implement a portal based user tracking system, in order to ensure that none of its elderly residents wander off property or get lost [3.6]. Intel employs a wireless M2M system in its chip fabrication plant, which has eliminated the need to frequently check machinery manually. The transportation industry is currently using M2M for vehicle diagnostics and cargo tracking and the medical industry is using it for, among other things, real-time cardiac monitoring [3.3]. 


As a result of our shift into an era where technological limits are no longer an important issue, it is promising to see that intelligent building designers are beginning to realize that their traditional expectations of wireless technologies have overlooked many important applications. It is imperative that any future buildings be able to provide traditional wireless services, such as internet access and cellular phone signals, as the general public has come to expect them. However, even more important is that designers realize that there are many potential applications, most of which are feasible and beneficial to the user, that have been left unexploited. These applications will be discussed in detail in the next section.

3.4  Future Applications of Wireless Technology


There are many uses of short-range wireless communications other than peripheral interconnect and network access. Most of these, namely localization, M2M, security and energy management, reflect the goals set for ubiquitous computing in the nineties. In addition, a new interest has developed in using wireless technology to improve the accessibility of public places to the mobility disabled.

3.4.1
Localization


Localization is a very powerful and versatile application of wireless technology that enables the user to track the location of an individual or assets.  Since this technology is very flexible, it allows for various degrees of accuracy and modes of implementation, making it possible to optimize it for a given application.  At one end of the accuracy spectrum, portal based asset or user tracking can be implemented using RFID tags, allowing, for example, the medical staff at a hospital to know the approximate location of an important piece of medical equipment at all times.  This portal based tracking can be extended to users, and can be used in synchronization with energy conservation and security systems to optimize their performance. At the other extreme, using IEEE 802.11b, it is possible to implement a tracking system that is accurate to within about one meter, allowing, for example, the system to pinpoint the exact location of a misplaced PDA containing sensitive medical records. As exciting as these applications are, even more promising is the fact that the necessary technology to implement them already exists, and the localization industry is poised to become a multibillion dollar business [3.7].

3.4.2
M2M


As the cost of wireless technologies drop, M2M applications are becoming more feasible and useful at a mainstream level. Although wired M2M is not a new concept, and already has a fairly strong presence in industry (providers include Crossbow Technology, Dust Networks and M2M Data), deploying a wireless M2M system adds mobility, improves set up time, and saves money by eliminating the need for cabling. M2M is a very adaptable technology, allowing the system to perform a range of tasks, such as mobile asset tracking (by incorporating localization in its system), stock information and equipment diagnostics. Presently, it is only economically feasible to implement larger scale systems, such as those running diagnostics on industrial equipment.  However, if hardware, software and networking costs continue to drop at their current rate, it should not be long before it is practical to implement intelligent vending machines or photocopiers that notify the system when they are in need of servicing. The future seems bright for wireless M2M, as the FocalPoint Group projects that such device production will go from 15 million units in 2003 to an estimated 880 million in 2010 [3.3][3.8].

3.4.3
Security and Safety


Wireless will allow for the development of easily deployable smart security systems. These systems will be able to make more intelligent decisions in handling security threats and will be able to communicate with other parts of the building. For example, a fire alarm system could detect where a fire is and initiate the sprinkler system in that area and its surroundings, but not the entire building. This could prevent damage to sensitive documents and electronic data. The system could also trigger the backup of data in the affected area to hard drives located in the safest area of the building. This kind of intelligent system could also be applied to intruder alarms.

3.4.4
Energy Conservation


Already, several wired intelligent systems that manage a building's energy-use have been developed. It is likely that in the future, these systems will become wireless in order to reduce the cost of their installation.


One area that could specifically benefit from wireless technologies is so-called "bioclimatic" design in which buildings make use of mainly natural energy for heating and lighting. “Exhibition Hall”, erected in Austria in 1993, uses data from several thousand temperature sensors in order to optimally open and close ceiling vents. This type of building would likely become more economical if wires need not be attached to every sensor. 


It has been suggested that wireless localization could be used to save energy by tracking building occupants' positions throughout the day, and using this data to heat or cool rooms only when necessary [3.10].

3.4.5
Accessibility


Wireless technologies have potential to assist those with disabilities, especially those with mobility limitations. Already, many homes of people with disabilities have been equipped with remote control lights, thermostats, windows and even locks using RF. However, many of these systems do not embrace the full potential of wireless technology, and do not extend into public spaces.


One concept that is currently under development is the autonomous or intelligent wheelchair that allows the user to select a location, and then automatically takes an obstacle-free path there. It has also been suggested that this technology could be used to guide blind people by giving them aural directions and warning them of obstacles [3.9]. Several prototypes of such devices have already been developed. These generally use GPS to navigate outdoors, and an "electronic map" of the building to navigate indoors. Potentially, these maps could be made available to users of such wheelchairs over a building's wireless network as they entered the building. However, this technology is at least a few years off, as more work is needed to improve the interface, reliability, versatility and affordability of such devices. 

3.4.6 Accessibility Features for the Mobility Disabled

For the mobility disabled, attempting to use the control panels for elevators, intercoms, enterphones, and automatic teller machines can be a frustrating experience. The Radio Science Lab at UBC is currently working with the Neil Squire Foundation to develop an Accessibility Profile for Bluetooth that will allow these devices to be controlled remotely but without the necessity of knowing the details of their user interface and command codes in advance.

The profile would call for an inexpensive Bluetooth-enabled accessibility server to be attached to each target device. Such a server would be designed to have very limited coverage. A Class 0 Bluetooth adapter with 0 dBm of transmit power would likely be adequate. The server would announce its presence to controllers engaged in service discovery.

The controller could be any Bluetooth-equipped device with suitable input and output features, including a laptop, PDA, cellphone, or similar devices. On command from the user, the controller would interrogate the target and request a description of the recommended user interface and associated control codes. The controller would parse this information and use it to recreate the UI on its own screen. The user could then remotely control the target.
3.5 Discussion


Since fully exploiting a wireless network can make a building more efficient, economical, safe, accessible and sustainable, it is valuable to consider both conventional and novel applications of this network. While M2M, localization, security, accessibly and energy conservation show particular promise, these applications will only become more diverse as we enter an era where the ubiquitous computing goal of the eighties and nineties are realized. Therefore, it is becoming increasingly more important to consider novel applications of wireless technology in designing a building and its wireless network. 


 It is also important to note that essentially any communicative wire can potentially be replaced by wireless. This is desirable, as wireless technologies are generally less expensive than their wireline equivalents. Therefore, it is likely that a large portion of technologies will become wireless in the future. 
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Chapter Four

DEPLOYMENT

4.1 Introduction
Deploying multiple technologies requires attention to numerous critical issues, including range, reliability, coexistence and security. This section provides insight into these problems and offers solutions.

This chapter is organized as follows:


In section 4.2, we will discuss range and reliability aspects of many common short-range wireless technologies. 

In section 4.3 we will explain coexistence and interference of wireless devices. 


In section 4.4 we will analyze the problem of providing security to wireless networks and users. 


In section 4.5 we will provide recommendations regarding the physical deployment of large-scale wireless networks.

4.2 Range and Reliability

In deploying short-range wireless networks, range and reliability must be considered. In general, short-range wireless technologies have operating ranges of less than 100m and their reliability is dependant on radio-wave propagation, external interference and mutual interference. This section will discuss the range and reliability of the short-range wireless technologies presented in Chapter 2.

4.2.1 Bluetooth

The IEEE 802.15.1 standard provides Bluetooth devices with mechanisms to improve reliability. Bluetooth makes use of two technologies to prevent errors in transmission: Forward Error Correction (FEC), and Automatic Request (ARQ). FEC transmits redundant data, so that errors in reception can be detected and fixed by the receiver. ARQ protects data from being lost by automatically retransmitting data until the receiver acknowledges it [4.1]. These features make Bluetooth a very reliable technology for data transmissions, but also reduces throughput.

Bluetooth operates in one of three classes, each having its own output power. The range of each Bluetooth class is shown in Figure 4.1.   

	Class
	Maximum Output Power
	Range 

	1
	100mW
	20dBm
	100m

	2
	2.5mW
	4dBm
	10m

	3
	1mW
	0dBm
	3m


Figure64.1 Bluetooth Range by Class

The reliability of Bluetooth devices can also be influenced by interference, which will be discussed in section 4.3.

4.2.2 ZigBee

ZigBee unfortunately uses a less robust (but more energy efficient) interference suppression method compared to Bluetooth, so it is inherently less reliable. However, ZigBee networks have two major provisions to ensure reliability: mesh networking and infrequent and acknowledged transmissions.

Mesh networking is a new network topology specifically designed for ZigBee networks. Instead of forming traditional server/client relationships, a mesh network forms a peer-to-peer relationship among nodes, providing redundant paths through the network, should any single device fail. Mesh networks also have the added advantage of evenly distributing battery drain over the network. Similar to Bluetooth’s ARQ, ZigBee acknowledges data packets, so that they can be resent through a different path if lost [4.2] [4.3].

Each ZigBee device has a range between 10 and 100 meters, depending on output power. However, an added benefit of mesh networking is the ability to forward data through adjacent nodes, and thus increase the range of ZigBee devices [4.3]. 

4.2.3 RFID
The reliability of RFID varies, depending upon the type of tag. The simple design of RFID tags have caused difficulties including unreadable tags, problems scanning large quantities of densely packed tags simultaneously and interferences caused by water-based and metallic materials, but it is predicted that with further development, these issues will be resolved [4.4]. Interference suppression requires computation resources simply not possible on current RFID tags, rendering them unreliable in situations with interference.

The range from which an RFID tag can be read is dependant mainly upon the frequency at which the tag is operating, the type of tag and the power output of the reader. Passive tags have a range between 0.33m and five meters, and active tags can be read from up to one hundred meters. 

4.2.4 Wi-Fi 

Wi-Fi implements two very basic methods to ensure reliability: it reduces its operational speed if the signal becomes unclear and implements a 16-bit Cyclical Redundancy Check to detect transmissions errors. Furthermore, the newer IEEE 802.11g standard implements special control messages to manage other Wi-Fi users on the same channel to reduce faulty transmissions [4.5].

Since the Wi-Fi signal becomes weaker the farther away the device is from an access point, the device can reduce its speed to make the signal easier to receive clearly. This maintains signal quality, but reduces throughput.

The range of a Wi-Fi device is strongly dependant on its operating speed. 802.11b and g have operating ranges of about 45m indoors and 90m outdoors, and the higher-rate 802.11a operates at a third of this range (15m indoors, 30m outdoors) [4.6]. Indoor Wi-Fi signals are also attenuated by building materials [4.7].    

4.2.5 Wireless USB

Wireless USB is not yet fully developed, so its reliability has not been fully tested. However, it will likely be reliable as it is not very susceptible to interference.

The range of Wireless USB will be up to ten meters, but the best performance will occur between two and three meters [4.8]
4.3 Coexistence and Interference

With the proliferation of wireless standards and technologies, considerable attention must be paid to the congestion of the medium through which the signals propagate.  The airwaves have become crowded, especially in the 2.4 to 2.483 GHz ISM band. This section will provide an overview of interference issues affecting wireless technologies.

There are three short-range wireless technologies that operate in the unlicensed 2.4 to 2.483 GHz ISM band: Wi-Fi (802.11 b/g), Bluetooth (802.15.1) and ZigBee (802.15.4). Because of this, Wi-Fi, Bluetooth, and ZigBee can interfere with one another, as well as receive interference from other devices that operate in the 2.4 GHz range.  
4.3.1 Wi-Fi and Bluetooth

Interference between Wi-Fi and Bluetooth is an important issue because they often operate in close proximity to one another and use the same frequency range, a band 83 MHz wide, starting at 2.4 GHz. Bluetooth attempts to avoid interference through the use of Frequency Hopping Spread Spectrum (FHSS). FHSS divides the 2.4GHz ISM band into 79 sub-channels and jumps among them, so that interference in any one channel will have a minimal effect on the entire system. Wi-Fi, on the other hand, can be manually set to one of eleven channels so that a channel with interference can be avoided. Wi-Fi also encodes the transmission in a way that minimizes the effects of interference (DSSS or OFDM) [4.9]. It is important to understand and optimize these features in order to reduce interference. 

The severity of the interference also depends on the distance between the two devices. With more than two meters separating Wi-Fi and Bluetooth devices no performance loss occurs; with between one and two meters separation moderate performance loss occurs; with less than one meter separation severe performance loss occurs [4.10].

4.3.2 ZigBee

ZigBee also operates in the 2.4GHz ISM band, and uses interference suppression methods similar to that of Wi-Fi. However, the ZigBee devices are characterized by short, and infrequent transmissions, and thus are negligibly affected by interference so long as they are configured to operate on a different frequency than surrounding Wi-Fi networks [4.11].

4.3.3 Outside Interference

Other devices operating in the ISM band, including 2.4GHz cordless phones, microwave ovens and baby monitors, [4.12] can cause interference. These devices are not regulated and can threaten Wi-Fi and Bluetooth transmissions when in close proximity. 
4.4 Security


The Institute for Telecommunication Sciences defines network security as “the protection of networks from unauthorized modification, destruction or disclosure, [providing] assurance that the network performs its critical functions correctly and that there are no harmful side effects.” Traditional wireline networks have an inherent level of security to them that offers protection against malicious users. However, wireless networks provide freedoms that make them ideal targets for attackers as they no longer need to find a physical connection point [4.13]. This section will investigate the three major security elements: Authentication, Authorization, and Encryption in IEEE 802.11, Bluetooth, and RFID wireless devices.

4.4.1 Wi-Fi Security


The IEEE 802.11 standard was originally designed as an extension to a wireline network. Little attention was paid to security mechanisms at the time of its creation. The few security measures provided are all aimed at denying network access to unwanted users. These security measures are hardly adequate to provide security on a public wireless network [4.13].


The 802.11 standard provides three basic security mechanisms to protect its networks: SSID (Service Set Identifier), WEP (Wired Equivalent Privacy), and MAC address filtering.  These security measures have well documented flaws, and should not be relied upon to protect users or data on a wireless network [4.13].


Furthermore, even advanced security strategies can leave Wi-Fi users vulnerable to attacks. A recent series of attacks on an RSA security conference held in February 2005 proves that protecting a wireless network does little to protect its users from direct attacks [4.14].


Because of the inherent security problems in IEEE 802.11 networks, it is advisable to isolate a wireless network, so that wireless clients do not have direct access to a secure wired intranet. If possible, the wireless network should be operated on a separate backbone from the wired network, with any inter-network traffic being handled through VPN servers to prevent security holes in the wired network [4.13].


IEEE 802.11 provides, at best, weak encryption schemes that are near impossible to implement on a public wireless network. Even with the most advanced WEP encryption schemes, it can take as little as 500MB of acquired data to crack the cipher. To assure the safety of transmitted data, encryption should be made the responsibility of higher network layers; SSH, SSL, and VPNs can be used to encrypt traffic through a wireless network.


User authentication is another challenge in Wi-Fi networks, IEEE 802.11 only provides basic access control schemes that do not work well on public networks. User authentication can be achieved through the use of SSL-based web page log-ins, or more advanced IEEE 802.1x/RADIUS authentication methods [4.13]. 


Additionally, the wireless network’s infrastructure should be secured, to prevent malicious users from tampering with it. Wi-Fi access points should be physically secured (located out of reach and/or sealed inside a locked cage) to prevent any physical tampering. Also, many of the management tools provided to configure Wi-Fi access points operate over insecure protocols such as HTTP, Telnet, and SNMP: the use of these protocols should be disabled, and secure protocols such as HTTPS or SSH should be used instead [4.13].


Since the introduction of the IEEE 802.11 standard, the IEEE has created a task group (IEEE 802.11i) to address the security concerns in Wi-Fi networks. The 802.11i standard has not yet been fully ratified, but should offer significant improvements in securing a Wi-Fi network [4.15].

4.4.2 Bluetooth Security


Wireless security is not a problem exclusive to Wi-Fi; Bluetooth is also susceptible to security faults. Because of Bluetooth’s Ad-Hoc nature, network security is difficult to implement. It is nearly impossible to secure a network that is created and destroyed ‘on the fly’ [4.16].


The Bluetooth standard (IEEE 802.15.1) ensures that a link between two devices is secure, but does little to assure that the link is trusted. After establishing a link to a malicious user, the device is at risk from any number of attacks [4.1].


One such possible attack, unique to Bluetooth, is a battery exhaustion attack, where an attacker seeks to overwork the target device, preventing it from conserving battery power [4.16].


Many Bluetooth devices, such as keyboards, headsets, and other such peripherals typically do not require a rigorous security policy. However, for PDAs, cellular phones, and access control devices, the stakes are higher, and a weak security policy could place users at risk.

4.4.3 RFID Security


The simplicity of passive RFID tags poses serious security problems to their users, and places them at risk from a wide number of attacks. RFID is insecure because the simplicity of RFID tags renders them incapable of performing any complicated cryptographic security measures. Only recently have RFID tags capable of the simplest encryption and decryption been introduced [4.17].


Furthermore, passive RFID will respond to all requests, legitimate or otherwise, permitting malicious users to track tagged objects or, more importantly, the people using them. This lack of privacy is heavily debated, as full-scale deployment poses several moral issues [4.18]. In addition, passive devices are susceptible to a common attack known as “spoofing”, where a tag’s response is recorded and mimicked [4.19].
4.5 Physical Deployment

This section will answer questions regarding the physical aspects of deploying a wireless network. It will recommend good practices for access point location and network layout to provide proper coverage, interference avoidance, and throughput.
4.5.1 Access Point Locations

To access a wireless network, a user needs to be able to connect to an access point for that network. Access points form the bridge between the wireless user and the wireline network.

The coverage requirements of a network play a large part in the number of access points needed. Typical Access points operating in the 2.4GHz ISM band have a range of up to one hundred meters, but are only capable of operating at reduced speeds at the limits of their range [4.5].

Access points themselves should be located three to five meters above the floor, usually in ceilings. An external antenna located below the ceiling can be used to reduce transmission losses through the ceiling material [4.20].

The placement of Access points in elevated and remote positions can make it difficult to power the devices. Use of Power-Over-Ethernet (POE) equipment can provide power to these hard-to-reach locations.

4.5.2 Interference Considerations


IEEE 802.11 networks are not ideally suited to providing ubiquitous coverage of a large area, as in North America, the 802.11b/g specifies only three non-overlapping channels. To keep access points from interfering with one another, they should be kept out of range of other IEEE 802.11b/g devices operating on an overlapping channel. Non-overlapping two-dimensional coverage can be implemented using a honeycomb pattern as illustrated in Figure 4.2. However, three-dimensional arrangements are more challenging, and there is no all-encompassing solution. This problem does not exist in IEEE 802.11a networks, which offer four non-overlapping channels, but IEEE 802.11a does not have the same market penetration as IEEE 802.11b/g networks, and typically require three times as many Access Points to cover the same area [4.5].
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Figure74.2 Recommended Channel Allocation for 2D Deployment.
Adapted from [4.5]


Coexistence issues are not limited to co-located Wi-Fi as many other devices also make use of the 2.4GHz ISM band. Additional devices using this spectrum should be configured to use frequencies that do not overlap with Wi-Fi devices.

4.5.3 Throughput Considerations


Another key factor in designing a wireless network is the expected load and capacity of the network. Individual access points can only provide a limited throughput depending on their operating conditions. Locations with a higher user density will need more access points to provide acceptable coverage.


For 802.11 networks, a single access point can handle roughly twenty to twenty-five users at a time, and typical throughput will be roughly half the optimal value (losses are expected due to packet overhead and interference). It should also be noted that in an 802.11 network, access points only operate as fast as the slowest user connected to it. An IEEE 802.11g access point will operate at 802.11b speeds (to all clients) if there is even a single 802.11b user connected [4.5].
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Chapter Five

CONCLUSIONS 

Recent developments in short-range wireless communications technology are helping to bring the vision of intelligent buildings closer to reality.  This will allow architects, developers, and building managers to:

· Enable sustainable practices that reduce energy and resource consumption 

· Simplify building management and enhance security

· Create a pleasant environment for building occupants and visitors alike

· Enhance the productivity of building occupants

· Improve accessibility for the mobility disabled

An effective in-building wireless deployment strategy in support of intelligent building concepts must account for:

· The many and varied needs of building managers, occupants, and visitors

· Overlap among the capabilities of the many short-range wireless standards have been released (e.g., Wi-Fi, Bluetooth, ZigBee, RFID) or are in development (e.g., Wi-Media, Wireless USB, IEEE 802.15.4a.)

· Innovative applications and usage models that were not envisioned by the original developers of these short-range wireless standards

· Practical issues associated with range and reliability, coexistence, and security.

Of the short-range wireless communications standards currently available or in development,

· Wi-Fi is most suitable for providing network access, voice services, and limited building automation with ubiquitous coverage. Its key limitation is high power consumption

· Bluetooth is most suitable for connecting peripherals and forming ad hoc (short term/short-range/peer-to-peer) networks. Its key limitation is low data rates

· ZigBee is most suitable for forming low speed building automation networks. Its key limitations are current lack of support in consumer electronic devices and competition from installed base of Bluetooth devices

· Forthcoming UWB-based standards will consume little power while adding positioning capability. Its key limitation is competition from the installed base of short-range devices.
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